Enterprise Scalable Intrusion Detection System

ABSTRACT:
Intrusion Detection Systems (IDS) are considered a necessity within today’s network.  Without them, the possible charges of not applying due diligence to a network’s design, and subsequent liability may be assigned to a company.  This deployment does not come without a cost.  IDSes are notorious for difficult usage, a lack of scalability, and requiring highly skilled analysts to wade through the volumes of possible alerts.  

Raytheon System’s Secure Networks Division objective included development of an Enterprise IDS.  With an obvious customer in the Navy Marine Corps Intranet, and the future use as a discriminator on several other large network contracts, the development began through an Internal Research and Design project.  Our goal was to reduce the number of workstations and recurring analyst costs necessary to operate an enterprise deployment of IDSes by a factor of 10.  Most IDSes available at the inception of the project allowed one operator to examine 20 to 30 sensors.  At the current time, the problem still exists, but the maximum sensors/console has increased to approximately 100.  The ESIDS approach can scale infinitely past this mark to meet the needs of any network.  

When an analyst is examining alerts from the typical IDS maximum sensors per console, the volume of messages becomes unmanageable and overwhelming.   Our approach reduces the amount of traffic examined by the end analyst considerably.  It also increases the speed and functionality when compared to other long-term analysis engines, such as the Navy’s Shadow program.  Our preliminary data shows a 40-factor increase in long-term analysis of packet data.  Additionally, our estimates for the NMCI project reduce the number of Senior Analysts necessary for the NOC operations staff of the current software from 252 with the current designs.  Our estimates for 24x7x365 NOC operations staff lower the number to 60 analysts, with the added benefit that they may have less training.

This paper examines the data aggregation methods, the correlation techniques used within the product, the enterprise architecture, and future work including active agents through the use of mobile code with methods of deployment, and IDS deception technologies to minimize IDS detection.

